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Abstract

This study aimed to develop a comprehensive and context-specific model of the competencies required
by bank managers in the Banking 4.0 era in accordance with the digital transformation requirements of the
Iranian banking system. This qualitative study was conducted within an interpretive paradigm using Braun
and Clarke’s thematic analysis approach. The participants comprised 18 experts in digital banking, senior
banking executives, and academic specialists in management, information technology, human resources,
data, cybersecurity, and banking regulation, who were recruited through purposive and snowball sampling
until theoretical saturation was achieved. Data were collected through in-depth semi-structured interviews
and analyzed through the six stages of thematic analysis using MAXQDA 2020. The four criteria proposed
by Guba and Lincoln were applied to establish the credibility and trustworthiness of the findings. Coding
reliability was also examined using Cohen’s kappa coefficient, which yielded a value of 0.85, indicating
satisfactory inter-coder agreement. The thematic analysis indicated that the competency model for bank
managers in the Banking 4.0 era comprised nine major themes: technology and digitalization competency;
security, privacy, and digital ethics; data orientation and data governance; customer experience and digital
marketing; ecosystem and open banking; transformational and future-oriented leadership; human capital
development and digital learning; competitive intelligence and environmental monitoring; and intelligent
regulation and compliance. Security, privacy, and digital ethics emerged as the most prominent
competency domain, followed by transformational and future-oriented leadership and technology and
digitalization competency. Analysis of thematic interrelationships further indicated particularly strong
connections between transformational leadership and human capital development, security and digital
ethics and technological competency, and data orientation and leadership. The proposed model
demonstrates that managerial effectiveness in Banking 4.0 depends on an integrated combination of
technological, data-related, ethical, strategic, leadership, customer-oriented, and ecosystem
competencies. The model can provide a practical framework for managerial competency assessment,
selection and appointment, succession planning, and the design of management training and development
programs within Iranian banks.

Keywords: managerial competency, bank managers, Banking 4.0, digital banking, digital transformation,
thematic analysis.
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Extended Abstract

Introduction

The banking industry is undergoing a fundamental transformation driven by the convergence of
digital technologies, changing customer expectations, new competitive structures, and the
emergence of technology-based financial service providers. The evolution of financial technology
has progressively blurred the traditional boundaries between banks, technology companies, and
other financial actors and has contributed to the emergence of new models of value creation and
service delivery (Arner et al., 2015). Within this changing environment, the concept of Banking 4.0
represents a stage beyond conventional electronic and digital banking, in which financial services
become increasingly intelligent, embedded, personalized, real-time, and integrated into customers’
everyday activities. From this perspective, banking is no longer primarily associated with a physical

location but is increasingly conceptualized as a continuous service available whenever and wherever
customers require it (King, 2018).
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Banking 4.0 is closely associated with the technological foundations of Industry 4.0, including
artificial intelligence, big data analytics, blockchain, cloud computing, automation, and
interconnected digital platforms. These technologies are transforming not only operational processes
but also strategic decision-making, risk management, customer relationship management,
organizational structures, and competitive positioning. Research on Industry 4.0 transformation in
banking has particularly emphasized the growing role of artificial intelligence as a driver of structural
and functional changes within financial institutions (Manta et al., 2024). Similarly, digital service
models developed for the banking sector indicate that Industry 4.0 technologies, organizational
capabilities, digital service transformation, customer experience, and performance outcomes are
closely interconnected (Abbasi et al., 2025). Studies of Industry 4.0 readiness have further
demonstrated that technological adoption alone is insufficient and must be accompanied by
organizational readiness, integrated processes, and appropriate managerial capabilities (Bahrami et
al., 2023). In the Iranian banking context, research on the maturity of the Fourth Industrial Revolution
has likewise highlighted digital infrastructure, smart customer-oriented services, digital
transformation, data-driven business, digital standards, and intelligent integrated processes as major
dimensions of Banking 4.0 maturity (Zinati et al., 2024).

Consequently, digital transformation has substantially changed the competencies expected of bank
managers. Traditional managerial competencies centered on financial knowledge, administrative
control, and operational supervision are no longer sufficient for managing increasingly complex
digital organizations. Digital transformation involves interacting factors at individual, occupational,
organizational, and broader environmental levels, making human and managerial readiness
essential for successful technological change (Trenerry et al., 2021). Evidence from the banking
sector also indicates that managerial competence is closely associated with managerial
performance, emphasizing the need to align managerial capabilities with the changing requirements
of banking institutions (Yahaya & Segbenya, 2023). During digital transformation, financial-sector
leaders require competencies that enable them to interpret technological developments, manage
change, make decisions under uncertainty, and align technological investments with organizational
objectives (Wang et al., 2023).

Leadership therefore constitutes a central element of Banking 4.0. Research in the Iranian banking
system has identified individual characteristics, digital intelligence, and digital capabilities as
important components of transformational digital leadership competency (Ahmadi-Khesal et al.,
2023). Recent evidence also indicates that banking leaders in digitally transforming organizations
must simultaneously promote agility, technological integration, innovation, employee engagement,
and meaningful work experiences (Lydiana et al., 2025). This requirement becomes particularly
important because technological transformation also reshapes human capital. Artificial intelligence
and automation alter occupational roles and create new requirements for reskilling, digital literacy,
adaptability, and continuous learning (Aghamohammadi & Enayati Hatkelouii, 2024). Digital banking
therefore requires corresponding changes in talent management practices, including employee
development, retention, capability building, and alignment between human resources and digital
strategy (Nesindande et al., 2025).

The growing use of artificial intelligence has also transformed managerial decision-making. Al-based
systems are increasingly employed in financial analysis, investment decisions, risk assessment,
fraud detection, and customer analytics, requiring managers to understand both their potential and
limitations (Coskun, 2022). At the same time, the application of artificial intelligence in financial
services raises questions regarding responsible use, compliance, ethical principles, and social
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consequences (Sain & Adinugraha, 2025). Cybersecurity has similarly become a strategic rather than
merely technical concern, as banking has evolved toward highly interconnected ecosystems
incorporating artificial intelligence, blockchain, and digital platforms (Tran, 2025). Thus, security,
privacy, data ethics, and regulatory awareness increasingly form part of managerial competency.
Furthermore, the transition toward Banking 4.0 is transforming banks from relatively closed
institutions into participants in broader digital ecosystems involving fintech firms, platforms, data
providers, and technology partners. Research on the transition toward Bank 4.0 has demonstrated
that technological infrastructure, skills, change management, competitiveness, and regulatory
mechanisms constitute interconnected challenges that must be addressed simultaneously (Sahoo et
al., 2026). Accordingly, managerial competency in Banking 4.0 must encompass not only
technological literacy but also data governance, customer experience, open banking, ecosystem
management, human capital development, strategic foresight, cybersecurity, and regulatory
compliance. Despite growing research on each of these dimensions, the existing literature remains
fragmented, and a comprehensive context-specific model integrating these competencies for Iranian
bank managers has remained underdeveloped. Therefore, the present study aimed to design a
comprehensive and context-specific competency model for bank managers based on the
requirements of Banking 4.0 within the Iranian banking system.

Methods and Materials

This study employed a qualitative research design within an interpretive paradigm and used thematic
analysis to explore the competencies required of bank managers in the Banking 4.0 era. The study
population consisted of experts with substantial knowledge and professional experience in digital
banking and related managerial domains. Participants included senior banking managers,
information technology and fintech specialists, human resource managers, university academics
specializing in management and digital banking, data and cybersecurity professionals, and legal and
regulatory specialists.

Participants were recruited using purposive and snowball sampling. Sampling continued until
theoretical saturation was achieved, and data collection was terminated after 18 interviews because
subsequent interviews did not generate substantively new information. The participants had
extensive professional experience, with an average work experience of approximately 22 years,
providing a diverse range of managerial, technological, human resource, academic, security, and
regulatory perspectives.

Data were collected through in-depth semi-structured interviews. The interview questions addressed
competencies required by bank managers in Banking 4.0, differences between traditional and
digitally oriented managerial competencies, influential technologies, managerial knowledge and
skills, challenges associated with digital transformation, ethical and security competencies, and the
current competency status of managers in the Iranian banking system. Each interview lasted
approximately 45 to 75 minutes and was recorded with the participants’ permission.

The interview data were analyzed using the six-stage thematic analysis process in MAXQDA 2020.
The analysis involved familiarization with the data, generation of initial codes, identification of
preliminary themes, review of themes, definition and naming of themes, and preparation of the final
analytical structure. Following initial theme development, themes were systematically reviewed,
combined, and refined to achieve conceptual coherence while preserving their grounding in the
interview data. Credibility, transferability, dependability, and confirmability were addressed through
prolonged engagement with the data, peer review, participant validation, documentation of analytical
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decisions, comparison with raw data, and methodological auditing. Coding reliability was additionally
assessed using Cohen’s kappa coefficient, which was 0.85 and indicated satisfactory agreement.
Findings

The thematic analysis initially produced 84 codes. These codes were organized into 13 preliminary
themes. Following systematic review, conceptual comparison, merging of overlapping categories,
and refinement of the thematic structure, the preliminary themes were reduced to nine final
competency themes comprising 60 condensed codes. Across the interviews, 355 coded segments
were assigned to the final themes.

The first theme was technology and digitalization competency, comprising knowledge and
application of artificial intelligence, big data, blockchain, cloud computing, digital banking
architecture, emerging technology implementation, and digital thinking. This theme accounted for 48
coded segments, representing 13.5% of all coded segments.

The second theme, security, privacy, and digital ethics, included information security, cyber-
resilience, risk assessment, data ethics, transparency, prevention of inappropriate informational
advantages, and digital trust. With 57 coded segments and 16.1% of the total, this was the most
frequently identified competency domain.

The third theme, data orientation and data governance, involved data governance, data policy,
data literacy, data analysis, data quality, and data lifecycle management. It included 38 coded
segments and accounted for 10.7% of the total. The fourth theme, customer experience and digital
marketing, included digital marketing, market research, consumer behavior, e-commerce, customer
journey design, service personalization, real-time responsiveness, complaint management, and
customer loyalty. This theme contained 43 coded segments and represented 12.1% of the data.
The fifth theme was ecosystem and open banking, encompassing open-banking strategy,
connectivity management, strategic partnership management, and network value creation. It
contained 31 coded segments and represented 8.7% of the total. The sixth theme, transformational
and future-oriented leadership, included digital vision, change management, innovation and
creativity, agility, proactive decision-making, brand management, conflict management, problem-
solving, and transformation budgeting. With 52 coded segments and 14.6% of the total, it was the
second most prominent theme.

The seventh theme, human capital development and digital learning, incorporated digital
organizational learning, knowledge sharing, conversion of knowledge into innovation, employee
motivation, digital culture building, continuous skill development, empowerment, agile team
management, and virtual communication. It accounted for 35 coded segments and 9.9% of the data.
The eighth theme, competitive intelligence and environmental monitoring, included monitoring
fintech firms and competitors, analyzing customer preferences, understanding the broader business
environment, predictive analysis, and awareness of social changes. It included 28 coded segments
and represented 7.9%. Finally, regulation and intelligent compliance comprised monitoring legal
developments, rapid regulatory responsiveness, and compliance with banking rules and regulations.
It included 23 coded segments and represented 6.5% of the coded material.

Analysis of thematic overlap further indicated that transformational leadership and human capital
development had the strongest relationship, with 38 instances of co-occurrence. Security and digital
ethics overlapped with technology competency 32 times, data orientation with leadership 29 times,
customer experience with technology 24 times, and human capital development with data orientation
22 times. These relationships indicated that the identified competencies function as an integrated
system rather than as independent managerial capabilities.
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Discussion and Conclusion

The findings demonstrate that managerial competency in Banking 4.0 is fundamentally
multidimensional. Effective bank managers can no longer rely solely on conventional financial
expertise and administrative experience; they must integrate technological understanding with
leadership, data governance, customer orientation, security awareness, human capital development,
strategic foresight, ecosystem management, and regulatory responsiveness.

The prominence of security, privacy, and digital ethics indicates that trust has become a central
managerial concern in digital banking. As banking activities become more dependent on data,
interconnected platforms, and intelligent systems, managers are increasingly responsible for
balancing technological innovation with cybersecurity, privacy, transparency, and ethical data use.
Similarly, the high prominence of transformational and future-oriented leadership suggests that
digital transformation is primarily a managerial and organizational change process rather than merely
a technological implementation project.

The emergence of technology, data governance, customer experience, and open banking as distinct
but interconnected competencies further demonstrates a change in the logic of banking
management. Technology must be transformed into customer value, data must be transformed into
actionable knowledge, and external relationships must be transformed into network-based value.
Managers must therefore act as integrators across technical, human, strategic, and institutional
domains.

The close relationships identified among leadership, human capital, technology, security, and data
also reinforce the systemic nature of the model. Technological capability without appropriate
leadership is unlikely to produce sustainable transformation; data capability without governance may
not improve decision-making; and digital innovation without security and compliance may increase
organizational exposure to risk. Accordingly, competency development should be approached as an
integrated organizational process rather than as a collection of isolated training activities.

Overall, the study provides a comprehensive and context-specific model consisting of nine
competency domains for bank managers in the Banking 4.0 era. The model extends conventional
managerial competency frameworks by incorporating dimensions particularly relevant to
contemporary banking, including open banking, data governance, digital ethics, cybersecurity, and
intelligent regulatory compliance. It may therefore provide a practical foundation for managerial
selection, competency assessment, performance appraisal, succession planning, and the design of
management development programs in Iranian banks. The findings ultimately suggest that the future
effectiveness of banking institutions will depend on managers who can connect technology with
responsibility, data with strategic judgment, innovation with customer value, and organizational
transformation with regulatory and institutional requirements.
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